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Executive ammary

Wi-Fi for Enterprise / Venues

With the increasing popularity of mobile devices in the enterpaisd venuessuch as
smartphones and tablets, demands the WLAN are growinfast. Suich agrowth is yielding
more complexchallengesiue to the number of separate devicesmpeting fordifferent
services at the same timausing a shared resource, hence intelligent use of available
bandwidth is essentiaBusines<ritical requirements must be seed by reliable
enterprisegrade wireless solutions

Challenges

Typicalechnical challenges associated with-Wideployment in busy/critical areaan be
summarized as follows:

Coverage
Interference
Contention
Mobility

Load Balancing

=A =4 =4 =4 =4 =

Security

Independent testing:

Samsung appointed Real Wireless to carry out an independent assessnaesetadf key
features of theSamsundenterpriseWi-Fi solution A sries of tesswere carried outand
supervised by Real Wirelessassess the product featurés a challenging live
environment, consisting of 54 access points in a busy educational establishment.

Outcomes:

When thelisted features on the Samsung Wi solution were activated, significant
performance improvements were observed, as follows:

1 AirEqualizer:
o Fair resource allocation between devices
0 Reducing contention risk
0 Up to 54% device throughput increase

1 IBSA(Intelligent Beam Selectable Antennas):
0 Increases coverage and reduces interference
0 Upto 2.5 times stronger signal
0 Upto 210% morehroughput

1  SON(Self @timisingNetwork}
o Optimises coverage and reduces interference
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o Optimised network = higher speed = less contention
0 Up to 160% more throughput (718tore onaverage)

1 WIPSWireless Intrusion Protection System):
0 Intrusion detection(with separate chipnot in-band)
0 Intrusion detectiorsuccessful when tested
o WIP&hip feeds SON with informatiqout-of-band; noloss ofRFairtime)

The features tested bring significant technical and commercial benefits to the installer,
operator and @d users of the systenin the RF domain, especially IBSA and SON
complemented each other and impressed with the degree of performance and user
experience improvement.
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1. Introduction

This document reports the findingm an independentreatworld assessmeniby Real
Wirelessot he capabilities oFiPr&achrangen gppesvithBViFt er pr
challenges enamtered in a busy environment.

The products tested consisted the WEA 300802.11n)and 400(802.11ac}eries of
Access Point$EC8050 andWEC8500 Access Point Controllers and associated
management software.

Whilst this report was commissioned Bamsung, the tests performed were defined by
Real Wireless, and conducted under Real Wireless supervision. This report and its findings
have been performed entirely by Real Wireless.

In order to perform this assessment, Real Wireless:

91 Identified particula challenges that need to be addressedigh demand
enterprise environments

1 Defined a test plan tassesshe performance o a ms u n-Bi preducéVi

against these challenggs

Supervisd the testingfor compliance with our test plan

Analysed the testesultsand determined the performance of the product

features against the challenges

= =

This white paper explains tr@bove processassessst he per f or mance of
Enterprise Wi Product range and summarises the main findings of this assessment.
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2. Technicalchallenges of WFi in a busy environment
2.1 Overview

UnsophisticatedVi-Fi access pointsanprovideadequateconnectivity in mangmallstatic
environmentswith a limited number of usersDeploying an access point at home is simple.
However the demandsof multi-access point, bussnvironmentswith business critical
requirements are quite different. Such environments include places affices, schools
and collegesindother high user density areas such as shopping malls, airports, sports
stadia etc.In such environments, good quality wireless connectivity is not atnitave,

but an essential business facility.

The keywirelesschallenges in these environments are:
1  CoverageProvidingeliableconnectivity over the area needetth no black
spots

1 Interference Ability todeal with multiple competing signals from other access
points and other orchannel users

1  Air InterfaceContention Dealing with'clashesbetween transmissions from
access points and client devices

1  Mobility: Maintaining connectivity asomeusers move throughout the coverage
areawhilst supportingall other users;

1 Load Balancindg=nsuring that users are spread between access points to ensure
that none suffer congestign

1  Security Maintaining the security policies of tlemterprise whilst users migrate
across the enterprisesupportingauthoriseduseraccess and barring
unauthorised users froreelectedareas.

Figure2-1 summarises theschallenges and they are described in more detail in the
following section

8 il

Security Coverage

IRRE i SAN

Load balance Interference

Mobilty Contention

Figure2-1: Summary of the keWi-Fichallengesn a busy and dense environment
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2.2 Coveragechallenge

In typical enterprisenvironments with multiple users and multiple access poitdserage
can be limited by obstructions which can attenuate the access point signal essiigy
cause poor performance and unreliable connectivity

Low coverage,

Figure 22 illustrates the widevariation in eceived psmriofar B A

signal levelsn different parts of the areaWalls,
furniture andevenpeopleobstruct and attenuate the
signal, so even locations close to access points can
suffer from weak signals. While the 2.4 GHz band
available to WAFi(802.11b/g/n)has sonewhat lower
attenuation than thes GHAand(802.11a/n/ac) its
capacity is limited and isincreasingly crowded.

Although proper placement of the right number of
APs can help to provide good coverage, the situatio
changes with time as people move, deapen and

close and furniture is changed around. Access Point (AP)
Good coverage, user

Ideally, then, APs wouldiynamicallyadjust the is close to the AP

direction and level of their transmittedower to

beam the available power in the best possible Figure2-2: Typical propagation

direction to serve users at any given time. behaviour in indoor environment

2.3 Interferencechallenge

Wi-Fi spectrunrused today is part of the 2.4 GHz and 5 Gelquencybandsand isoften
referred to as licencexempt or unlicensedpectrum This unlicensed spectrum is free to
use, but comes with no protection or performance guarantees. The bands have to be
shared with many other users, including neighbouring access points from otHer Wi
systems, Bluetooth phones, microwave ovepeshy monitors and more, increasing in
volume and density over time, as depictedHigure2-3.

Such interference from surrounding systems degrguerformance even wlen coverage is
good Interference can be avoided by spreading the users and access points across the
available channels and by adjusting powers to the minimum necessary. The best channels
change rapidly according to both the physical environment and thiéicrdemands of users

on the systems, so a dynamic approach to choosing the best channels and powers is
needed for best performance.
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Figure2-3: Interference riskfrom other APs and from externasources

2.4 Contentionchallenge

Wi-Fi networks attempt to be polite, by listening to the channel they are tuned to and only
transmitting when it is clear. Whesm AP hears channel activity, it goes quiet and waits for

a random time Different access pointsait for different random times. Although this gives

all userssomechance ofaccessinghe channel, it leads to the potential féeclashes

between retransmissions, as illustratedRigure2-4. The likelihood of clashes increases

with the density and activity levels of all the access points and users. When a clash occurs,
the data transmitted is usually lost and has to be retransmitted, reducing the data rate and
further increasing the chance of subsequent clashes.

Time slot

«—>

Packet AP1

’ Packet AP1 Packet AP1 Packet AP1

Time

Packet AP2

Packet AP2 Packet AP2

~’

Figure2-4: Simulation ofinterference andcontention riskwith multiple APs

Soa traffic control mechanisris needed in busy environments ensure fairdistribution of
the channel airtime amongst users

2.5 Mobility challenge

Seamless Wi mobility is an increasing important requirement, especially in busy areas
with many APs where people move arouidireless offices become more common and
therefore it isof upmostimportancethat employees (and guests) can move from room to
room (between APs) maintaining connectivity and calls.

As shown in the figurbelow, aclientserved by AP1 moves to an area covered by AP2.
handover is needed ttacilitate ‘mobility’ and provide a continuous service to the user. This
is acriticalrequirementfor real time traffic.In the absence of a mobility / handover

0 ® @ B i iieirerereeerereuesrerssesesssestaussesEaususaEaENEa NS ENEa o ENEa o N Ao e NN AR NN AN RN N NaNna e raNnR s rarnurar
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feature, the client would experience a tintienited connectivity loss due to the need to-re
authenticate.

CLIENT
Figure2-5: lllustration of aclient moving between WiFi APs (cells)

2.6 Loadbalancingchallenge

APs may be located to provide good coverage but also need to evenly balance the number
of users between them. When users congregate together, such as in meeting rooms or
canteens, the nearby access points can become overloaded while others lighidimay

result n high AP contention and subsequgr@arformance degradationn the worst case, it
couldrender an AP useless for the connected users.

L

User served by AP2,
AP1 is congested

Figure2-6: lllustration of busy APs and the advantage ofld balancing

Ideally an automatic load balancing featweuld spread users between access points,
even when those are not the ones with the highest signal strength.

2.7 Securitychallenge

Another challenge of Wi deployment is security, sinedl data, ircluding confidential and
critical data, igransmitted‘over the ait. Even with typical access security measures (e.g.
WPAZ2, radius servers and white listing), the air interface is open for anybody to transmit
and receive data.

In case of a rogue usengue AP, not permitted user an interferer, it is important that
the network recognises guicklyto initiate counter measures.

Constant scanning of the Wi environment and analysing users and devices will allow
immediate detection of potential secily threats. Counter measures or alarms (for IT to
intervene) can be configured to improve an enterprises network performance and security.

. S IndependentAnalySIS Of Samsung \Ni PrOduct Performance ...........................................

B °®
I'eCIIWIreless ® Issue datel7 November 2014

independent wireless experts Version:1.1 5



3. Introducing theSamsung Enterprise Wi Solution
3.1 System werview J

Access Point (AP)

The Samsung Enterprise Wireless Solutidis entirely designed
and built by Samsung amnsists of the following elements: °

ﬂ Access POints\NEA 300 &VEA400 series) AP Controller (APC)

1 Access Point ControllgiVECB050 &WECB500) & E

1 Management Softwar WEM)

Management Software

Figure3-1: Samsung
Wi-Fi Solution Element:

TheAccess Pointf’] have the following top level specification.
9 Dual Radi@ccess point (2.6Hz/5GHz)
o WEA 300 Series = 802.11n
o WEA 400 Series = 802.11ac
1 2x2 & 3x3 MIMO

I Gigabit Ethernet / POE 802.3af
(exception:PoE802.3at forthe 3x3 MIMO 802.11ac AP)

9 Internal / External antenna
T Inbuilt WIPS/SON Module

1 Ergonomic Design Figure3-2: Samsung
WEA 302i AP

There are twoAccess Point Controllef@®PJ [3] options with the following specification:

T WEGCB05Q
Can handle 75 APs, featursl GBaseT SFP basedetwork connectiongnd
supports up to 1500 clientglsteringAPCs to supporip to 225 APs

SAMSUNG

Wirsless Enterprse

Figure3-3: WECB050 Access Point Controller

1 WEG500
Can handle 500 APs, featui®sl0GBaseT & 8x1GBaseT SFP basatketwork
connectionsand supports up to 10,000 clientsfsteringAPCs to support up to
6000AP3

SAMSUNG
5 -

—

) (=]

Ve Erteprse

Figure3-4: WEC3500 Access Paint Controller
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Thetypicalsystem architecture with all its elements is the following:

Router

WAN —Router

Authentication Server

AP Controller Backbone SwitcHes |

. ————
ot SWIW PoE Switch‘?
L~ — P
0Access Point = < = e point \z/
E E =.
Client s
L2 Roaming L3 Roaming
Figure3-5: Typical Samsung Enterprise \Wi Architecture[4]
3.2 Sydem features
3.2.1 System éatures and how they address the Wi challenges
The Samsung product has The features The challenges

severalfeaturestargeted at
addresingthe WiFi challenges g} .:} = =

in busy areaf/]. EE EE > %
EOE R OMEOYOMNO

-5
. . . i Contenti
The features analysed in this AirEqualizer entention

report include:

bl AirEqualizer \@ Load Balancing
1 IBSA (Intelligent Beam . &

SelectableAntennas) - o litaffereiica

« J P~
. SON (Self Optimising 3

Network) SON ‘
Coverage
1 WIPS (Wireless e i /
v é

Intrusion Protection
System) WIPS Security

s

Figure3-6: Samsung Wireless Enterprise Prodi
Features tackling the Wi challenges

3.2.2 Feature 1:AirEqualizer

Samsung has implementedtraffic £hedulngtechnologycalledAirEqualizéer[1] to ensure
airtime fairness among multipleients concurrently connected to an ABsers near the
edge of the coverage take longer to download a given amount of data, causing them to
‘hog the airtime.This algorithm helps tensurethat all clients get a fair amount of air

time.
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3.2.3 Feature 2: IBSA (Intelligent Bea8electableAntennas)

Samsung implemented an intelligent fagtam-switchingtechniquecalled IBSAI]. This
selects from amongst the beam patterns of multiple antennas on a pdmkptacket basis,
improving thecoveragen low signal areaand reducingnterference

3.24 Feature3: SON (Self Optimising Network)

One way to optimise coverage and mitigate interference is the successful planning of the
network and dynamic spectrum allocation.

Samsing has implemented a sadfganisinghetwork (SONJ)1] featurewhere the access
point controller (APC) is able to constantly optimise &Rs configuration (channel
frequency and channel powetd improve the RF environment.

This featwe uses a builin dedicated RF chipsat the APsfor constant RF monitoring
without sacrificing time for serving users

3.25 Feature 4: WIPS (Wireless Intrusion Protection System)

Samsung has created an efficient module to detect unauthordoeess pointasing the

Wireless Intrusion Detection System (WIDS)/WIPS fungijoihe WIPS module is

independent & the WiFi module and therefordoes not consumanyWi-Fi resource

(timeslots for scanning) which would impact the capacity available to the V8BRS is

able to detectand raise alarms abouainy AP that is illegally installed without an

admini strator’ s appteminaslconaented togdhe &R0 any wi r «

3.2.6 Other features

There arenther features availablevhich were not tested as part of th@salysis that also
provide further performance enhancements

VaTSSamsung also implemented a feature caldTS(Voice Award raffic Scheduling)
[1] whichservesthe Samsung voice applicatioh reduces voice capacity and hence
reduces also the contentigrenabling more simultaneous calls on the same channel.

Load BalancingThe aim of thigeatureisto limit the clientsconnected toan AP (or a band)
by movingthem to another band or APhencebalandngthe load over APs and bands. This
feature also redces the risk of contentiofi].

Air Move: Seamless Wi mobility is an increasitygmportant requirement, especially in
busyenterpriseareaswith mary APs where people move around. Mobility and handovers

are handled by the Air Move featufé], where theAPC decides the optimal time atite

target AP for handover by applying handover technoldgyr i ved fr om Samsu
carrier solutions.
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4. Test ®tup
4.1 Test ste

The test site, Harborne Acaderfiy, is part of the

Birmingham Metropolitan College Group with 600
students and typically 250300 wireless smart devices@
connected simultaneously. H@"_ﬁ

The Samsung installatimver 3 floorsncludes 54
Access Points (WEA 3@2)d 1 Access Point Controlle|
(WE@500 andwas deployed in summer of 2013].

The tests were conducted on the first floor with 23 Figyre4-1: The test site: Harborn
APs but focused mainly around the atrium with the Academy

highest AP density and due to the open spdhke

highest risk area for interference.

4.2 Testinfrastructure and achitecture

The tested Samsung prodgatere the 802.11n based/EA302i APs with2x2MIMO
running the latest firmware (V2.11.1).

Each ARvas connected with a 1 Gigthernetlink to the WE@500 Wireless Enterprise
Access Point Controller (APC) running the latest ve(siaril.1).

e ———... AP Controller

Core
Router

Test
Server

Edge Switch

B (with Pob)
Access

Points J 2 ‘J /

() o
= ) —

S > 4
oo EEE EEE EEE BEE
Figure4-3: Test site architecture Figure4-2: Test floor overview
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4.3 Testdevicesand tools

The testingvasconducted usingome ofthe following client devices

I 30 x Ergo 1115 netbooks running WindowRréfessiona®SP2) with Atheros
AR938x duaband single stream 802.1Mii-Fichipsets

1 1xSamsung S5 running Android version 4vtl2 dual stream, dualband
802.11ac Wi chipset

1 1 x Samsung S4 running Android versionwtB single stream dudband
802.11ac WFi chipset

A test server was connected to the APC on the WAN port to run the test applications.

IPerf(version 3 was used for undirectional and biirectional bandwidth testing tareate
Transmission Control Protocol (TCP) and User Datagratacol (UDP) data streams to
measure the throughpuper client (Wi-Fi user)For latency measurementt)e HRping
programme was used.
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5. Ted results

Our testing, specified thdeaturesshould beenabled and disabletb enabledirect‘A/B
assessment of performance impacthe results are shown in terms of throughput or
percentage of throughput improvementthroughput being the actual data rate
experienced by a user, rather than potential misleadirgadline data rates.

5.1 AirEqualizer

With the help of theAirEqualizefeature, the'fasterclients’ obtain the same time
allocation as théslowclients'. Thisprevents‘hogging of resources by fastaslients,
balancing perfanance more fairly across users.

For the purpose of this test, Idlients were connected to a single AP at various distances;
Clt1-4 were in the same roon€It5-10 further away in otherdoms.The throughput per
clientincreasel by up to 54%vhen theAirEqualizefeature was enabledgsFigure5-1
shows.

Overall the AirEqualizefeature provides @hanced user experience aatlowsmore users
per access point

Clt1Clt2 Cit3 Clt4 Clt5 CIlt6 Clt 7 Clt8 CIt 9Clt 10

Throughput (Mbps)
N w EaN (&) (o))

o

H Off M On

Figure5-1: AirEqualizereffect on throughput/client

5.2 IBSA (Intelligent Beam Selectable Antenfhas

IBSA optimises the antenna beam to suitrent device locationand provide letter signal
levels, continuous coverage, lébtack spotsand less interference

In this test 4 clientswere connected t@ single APWhenIBSAvasturned on, the received
power increasd by up to 2.5 times, and thaverage throughput increasdy 14%asFigure
5-2 shows
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Theclientsfurthest away from theAPhave seen the highest improvemeritn additional
lab measurement with alientat the edge of coverage gaeghroughput gain of up to
210%.

25%

20%

15%
10%
5%
0% — — !

Clt1 Clt2 Clt3 Clt4
Users / Clients

Throughput improvement

Figure5-2: Throughput improvement due to IBSA

5.3 SON (SelOrganisingNetwork)

The SON feature automaticatiptimises the AP channel allocationsdapowers As a
result, the interference betweeanlients reduceccausing an increase in the throughput

For this test, we hadlients at different random locations connected to the APs available.
The APs were in deftiiconfiguration before the SON feature was turned ome T
throughput perclientincreasel by up to 160% due to the SON feature activatisrshown

in Figure5-3. Overall, @ average of 71% throughput improvement was recorded'livel
environmentdue tothe SON feature.

180%
160%
140%

120%
100%
80%
60%
40%
20% l
0% L4

Clt1l Clt2 Clt3 Clt4 Clt5 Clt6 Clt7
Users / Clients

Throughput improvement

Figure5-3: Throughput improvement when SON feature esmiabled
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5.4 WIPSWireless Intrusion Proteton System)and Load Balancing

In the WIPS(Wireless Intrusion Protection Systeta}kt, a rogue AP was introduced into the
system.Thisrogueunit was detected and reported tifie AP to thecontroller (A2Q in

1min 32s No further action was taken as tlseope was only to ensure rogue devices are
detected and recorded by the APC.

In the Load Balancingtest, the goal was to let the APC recognise units and interrogate if
they are 2.4 & 5 GHz capable. We wanted to test if the 5 GHz capable units would re
assaiate at 5 GHz when the Load Balancing feature was enabled as indic&igdrieb-4.

2.4 GHz (limited spectrum 5 GHz (wider spectrum

‘ available) ‘ available)

teen e teLete

Figure5-4: Load Bilancing feaure

We connected fouclients supporting 2.4 & 5 GHind oneclientsupporting 2.4 GHz only,
to an AP when load balancing was tieal. A5 can be seen iRigure5-5, all theclients
associated on 2.4 GHz.

| 2.4 GHz association and feature off.txt - Notepad = =
File Edit Format View Help /\
MAC Address IP Address AP BSS WLAN  Auth otocol irMove SSID ~

[39 14:4A:4B:34:09  192.168.111.43 1  F4:D9:FB:3A:A9:38 2 Yesf 882.11n(2.4GHz) mtds
30:14:4A:4B:34:04  192.168.111.42 1  F4:D9:FB:3A:A9:30 2 Yeq 882.11n(2.4GHz) mtds
30:14:4A:4B:36:4D  192.168.111.41 1  F4:D9:FB:3A:A9:30 2 Yed 882.11n(2.4GHz) mtds
30:14:4A:4B:34:06  192.168.111.37 1  F4:D9:FB:3A:A9:30 2 Yeq 882.11n(2.4GHz) mtds
30:14:4A:4B8:35:28  192.168.111.39 1  F4:D9:FB:3A:A9:3@8 2 Yes\ 882.11n(2.4GHz) mtds
C8:AA:21:15:D7:81 192.168.111.11 1  F4:D9:FB:3A:A9:30 2 Yes .11n(2.4GHz) mtds

—

Figure5-5: APC first association report when load balancing was disabled

When load balancing wanabled and the units rassociated, thé\PC recognised the units
and interrogated its records to see which units support 5 GHz. The dual band units were
connected automatically to the 5 GHz channel where more bandwidth is available to free
up the more lilkely to be congested 2.4 GHz band. As can be seigume5-6, allclients

other thanthe one that supported only 2.4 GHz connected on 5 GHz.

| 5 GHz association and feature on.txt - Notepad = =

File Edit Format View Help 7~ N\
MAC Address IP Address AP BSS WLAN Auth Jrotocol irMove  SSID o)

30:14:4A:4B8:36:4D 192.168.111.41 1  F4:D9:FB:3A:A9:23 2 Ye 11n(5GHz ) mtds
30:14:4A:4B:34:06  192.168.111.37 1  F4:D9:FB:3A:A9:23 2 Yed 882.11n(5GHz) mtds
30:14:4A:4B:34:09  192.168.111.43 1  F4:D9:FB:3A:A9:23 2 Yef 882.11n(5GHz) mtds
30:14:4A:4B:34:04  192.168.111.42 1  F4:D9:FB:3A:A9:23 2 Yef 882.11n(5GHz) mtds
30:14:4A:4B8:35:28  192.168.111.39 1  F4:D9:FB:3A:A9:23 2 Yed B882.11n/GrRH=Y mtds
C8:AA:21:15:D7:81 192.168.111.11 1  F4:D9:FB:3A:A9:30 2 Yes .111(2.4GHz) o mtds

N —
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6. Summary

TheSamsuag Enterprise Wi solutionjts features and performansewere independently
validated by Real Wireless an establishedlve installation In particular, tle following
featureswere tested

AirEqualizer

IBSA (Inteihent Beam Selectable Antennas)
SON

WIPS

Load balancing

=A =4 =4 = =

When theabovefeatureson the Samsung WFi solutiorwere activated significant
performance improvementa/ere observed, as follows:

1 AirEqualizer
o Fair resource allocation between devices
0 Reducing contention risk
0 Up to 54% device throughput increase

1 IBSA(Inteligent Beam Selectable Antennas)
0 Increases coverage and reduces interference
0o Upto 2.5 times strongesignal
0 Upto 210% more throughput

1  SON(Self @timisingNetwork)
o Optimises coverage and reduces interference
o Optimised network = higher speed = less contention
0 Upto 160% more throughput (71% average)

1  WIPSWireless Intrusion Protection System)
0 Intrusion detection (with separate chipot in-band)
o Intrusion detectiorsuccessful when tested
o WIP&hip feeds SON with informatiqout-of-band; no loss of RF airtime)

The features tested especially IBSA and S©Nring significant technical and conercial
benefits to the installer, operator and end users of the system

1 Lesdetailed RF planning needed; thgstem sekoptimisesitself to suit other
APs, uses andthe environment

1  Large throughput increaseesulting in higher efficiencies and betteser
experience

1  Better continuous coveragégss‘black spotsbut alsoless interference
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1  More users; due to increase coverage and reduced interference, the efficiency
increases, which as a result means that more users can be supported at good

throughput kvels

In the deployment phase, the
benefits are potentidy fewer APs
neededandless time spent
designing and optimising the
network.

From an operational point of
view, the benefits result in higher
uptime, less time for network
analysing andeconfiguration
greater potential revenues,
alwayson (connected) and higher
efficiencies (e.dess employee
downtime).

Overall, the be
advanced featuredeal

effectively with the challenges of
Wi-Fi deployment in busy
enterprise envionments.

The features The challenges
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5 . Contention
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the WiFi challenges
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